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1 Overview

As mandated by the Homeland Security Presidential Directive 12 (HSPD-12), Office of
Management and Budget (OMB) M 05-24, and Department of Energy (DOE) O 206.2, the Office
of the Chief Information Office (OCIO) Office of Environment, Health, Safety and Security
(EHSS) has implemented software and configuration changes that will obligate users to log on to
their web applications with their HSPD-12 credentials.

The tables below list Internet browser and operating system versions tested for their functionality
with remote PIV with VDI.

1.1 Web Browsers

Browser Version Functions with PIV?
Microsoft Internet Explorer 11.0.9600.18449 Yes

Google Chrome 52.0.02743.82m Yes

Mozilla Firefox Not supported.

1.2 Operating Systems

Operating System Version Function with PIV?
Windows 7.0 and above Yes
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2 Types of Smart Card Readers and Installation

The three types of smart card readers used in the DOE environment are displayed below. To learn
more about card readers, refer to Powerpedia page:
HTTPS://POWERPEDIA.ENERGY.GOV/WIKI/SMART_CARD_READER.

1. Internal Card Reader 2. Portable Card Reader 3. Standard Card Reader

3 Install the External Reader on a PC

To install the external card reader, connect the card reader to your workstation. The card reader
self-installs. To view the status of the installed card reader, go to the lower left of the Windows
screen. Select Start=» Devices and Printers.

¥ b Control Panel 5 Masdware and Sound » Devices snd Pristens -l e e »
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4 5ﬂccessing Web application from your Desktop or Laptop
1. Once the card reader has been installed, insert your PIV card into the reader.
2. Open web browser, type HTTPS://REGISTRATION-TEST.DOE.GOV, and press Enter.
3. Select Access REGISTRATION using your PIV card.

As mandated by the OMB M-11-11 "Continued Implementation of Homeland Security Presidential Directive (HSPD) 12- Policy for a Comman Identification

Standard for Federal Employees and Contractors” and to satisfy NIST Security Control [A-2 all AU maintained systems will now require users to login with their
HSPD-12 (PIV) cards

This page has been set up to test access for users and ensure minimal service interruptions for the AU's Reporting Databases to inclue the following: ORPS, CAIRS,
SBIS, FP, PPTRS, LL, EFAS, NTS, SERT, HSIT and Response Line

Please login via link below, with your HSPD-12 badge and to link your account to any of the application, listed above, you currently have access to

Loam Uzing vour HSPD-12 Carp

Link your HSPD-12 Card.
Note: For your PIV card to work, you MUST install your card reader and insert your PIV card before
selecting the PIV image.

a....w A‘

Select a Certificate

’ ' !.uer !ntr\m !anag:d !‘m:' !

Vald Frome 1/14/2013 to 1/13/2016

ksuer: Entrust Managed Services SS...
Valid Frome 171472013 to 1/13/2016
S [Chick here to view centificate prope..)

[ox ][ canee |

5. To determine the correct certificate is being used, select Click here to view certificate
properties. Select the Detail tab.
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a. Scroll down and select Enhanced Key Usage and look for Smart Card Logon as shown
below.

General | Detals | Certfication Path |
show: [ <Al> -

Freld value
1) ' Certificate Pobces [1]Certficate Policy:Pokcy Ide...
“\1:, Authority Information Access [1]Authonty info Access: Acc...

hlm e M s aAs e A Ar A An

(‘gz Enhanced Key Usage Clent Authentication {1.3.6.1....

| & CRL Distribution Points [1]CRL Distrbution Pont: Distr....
&5 Authority Key Identifier KeylD=d3 ce e7 S 89 a7cd b...
f:‘.’C.‘«-.-D Vo 1Aan s KayiNu MW ak taca %01 12

Leamn more about certificate detadls

b. After verifying the certificate, select OK.

Note: The application does not ask for your PIN after your initial
login because it was cached. You MUST close the browser to
complete the log out process.

6. Type your PIN and press Enter.
7. You are now logged on to the REGISTRATION page.
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Appendix B: Selecting Incorrect Certificate
If you select the wrong certificate after entering your PIN, an error message states the page cannot
be displayed. Follow these troubleshooting steps to select the correct certificate.

© Yoteu Dt infactuct. ) [SOUAD] G ard S5 Lr.. | CAC-EIV-EDR Tokun wth.. o) CACON-A39 Tokum it €) Confiurston Mnspeme... (o CHOMIN - Sreesfrider 53 Orecier ) Home - €78 Procass Wor.. 1" Mome - Mamaged Sanicae | Logn

Close the browser.

Remove your PIV card from the reader, then re-insert it.

Open the browser again.

Go back to the logon instructions to select the correct certificate.

P owpnE
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